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Abstract— Adding security mechanisms to computer and com-
munications systems without degrading their performance is a
difficult task. This holds especially for wireless ad hoc networks
that, due to their physical and logical openness, are easier
to attack than wired networks. Additionally, such networks
are expected to have less resources in terms of computational
capabilities and must also rely on batteries for power supply.

We investigate the impact of two misbehavior detection mecha-
nisms based on Neural Networks and Artificial Immune Systems.
In the performance analysis we assume that wireless devices, in
many scenarios, must work with extremely limited computational
resources. An example of such a scenario are sensor networks.
This implicates that the security system of choice has to be
very efficient in order not to disturb the normal wireless device
operation.

Index Terms—Artificial Immune Systems, Neural Networks,

Sensor Networks, Misbehavior Detection.

I. INTRODUCTION AND MOTIVATION

Adding security mechanism to computer and communi-

cation systems results in their decreased performance. The

decrease can even result in a complete system failure caused by

the security mechanism, e.g. an email server might be forced

to stop some services because of its spam filter exhausting the

processor.

Since security mechanisms can have an impact on the qual-

ity of service of stationary systems with huge computational

and power resources, the effect can be much more severe in

computationally limited and energy constrained systems.

In this work we consider wireless sensor networks, which

are a specific kind of ad hoc wireless networks. Ad hoc

networks have no fixed infrastructure (as opposed to wireless

clients that connect to a fixed base station). Typical devices

employed in an ad hoc network are laptops, PDAs, mobile

phones. A sensor network is a collection of small wireless

devices, or sensors, that are able to monitor the deployment

area. The sensors then transmit all measured information to

a collection station (sink). Such measured information is, in

general, forwarded by intermediate sensor that lie between

the information acquisition sensor and the collection station.

Sensor networks are expected to find applications in many

engineering as well as military or rescue scenarios.

A typical security problem in sensor networks is to detect

and isolate misbehaving nodes. The misbehavior might be a

malfunction due to the damage of a sensor node, or a malicious

attempt to disturb or misuse the functions of the sensor

network. The nature of a misbehavior is rather unforeseeable,

thus an intelligent approach is needed that would also respond

to new kinds of attacks. This is in contrast to employing

hard-wired attack signatures that do not offer the flexibility

needed. Additionally, there is usually not enough memory on

sensor nodes to include any attack signature database (e.g.

virus signatures).

Approaches for misbehavior detection in wireless ad hoc

networks based on Artificial Immune Systems (AIS) have

been presented in [9], [14] and with focus on sensor networks

in [22]. An approach based on Neural Networks (NN) can be

found in [23].

Both approaches have been compared in [16]. NN have been

successfully used in pattern matching and for detection in var-

ious fields, among them also detection of user anomaly [18],

[19] and detection of network intrusion [17]. There exist also

flavors of NN where their training continues during operation

which should be valuable for highly dynamic systems such as

ad hoc networks.

In [23], NN have been evaluated for misbehavior detection

in sensor networks and a comparison to AIS with respect to

the detection quality has been done.

In this work, the scenarios used in [23], [22] and [24]

will be the base for this study of the impact of the security

mechanisms (AIS and NN) on system performance. We will

study the computational costs of the learning phase as well

as the computational resources needed in the detection phase,

and how both security mechanisms affect the performance of

a sensor node.

This document is structured as follows. First, we will shortly

review the mechanism of AIS and NN. Second, an outline of

the scenario will be given and third, the detection performance

of AIS and NN as well as the computational resources needed

for the detection will be discussed.

II. ARTIFICIAL IMMUNE SYSTEMS

The Human Immune System is able to distinguish between

what is usually is part of the human body (self antigen), and

everything else (non-self antigen), which is usually some kind

of foreign agent, be it something mechanical (splinter etc.) or

a disease (virus, bacteria).

Inspired by the Human Immune System, Artificial Immune

Systems have been developed and have already been consid-

ered to be a viable means for misbehavior detection in com-

Proceedings of the 2008 High Performance 
Computing & Simulation Conference ©ECMS
Waleed W. Smari (Ed.)
ISBN: 978-0-9553018-7-2 / ISBN: 978-0-9553018-6-5 (CD)  



munication networks, and especially in flexible environments

such as ad hoc and sensor networks.

An Artificial Immune System basically can be divided into

two parts, namely a learning phase and a testing phase. In

the learning phase the system uses a so called self-set, which

represents the expected behavior, to create a set of anomaly

detectors. During the testing (or detection) phase, this detector

set will be used to detect anomalies. It is necessary that any

detector is unable to match a normal behavior. Otherwise false

positives may occur. A false positive is a detected anomaly

which is caused by an incomplete self-set during the learning

phase. We will discuss the process of learning in more details

in the following subsection. The testing phase is the phase in

which the detection actually happens. For an observed time

window the system measures different network and traffic

features for the neighborhood of a single node and computes

an antigen. Each computed antigen is then matched against

the complete detector set of the particular single node.

A misbehavior detection system for ad-hoc wireless net-

works based on AIS has been introduced in [14], [15]. The

authors also suggest to use a co-stimulation for misbehavior

classification in the form of a danger signal. The function of

the danger signal is to inform nodes on a forwarding path about

deterioration in terms of a quality of service (QoS) measure.

The signal is sent from the connection source to the connection

sink, thus propagating QoS information along the connection

route. Danger signals were introduced in [3].

One of the earlier proposals of AIS for misbehavior detec-

tion was given in [9]. The authors describe an AIS able to

detect anomalies at the transport layer of the OSI protocol

stack, considering only TCP connections in a stationary wired

network. They define the normal network behavior (self) as

normal pairwise TCP connections. Each detector is represented

as a 49-bit string. The pattern matching is based on r-

contiguous bits with a fixed r = 12.

In [12] the authors discuss a network intrusion system

that aims at detecting misbehavior by capturing TCP packet

headers. They report that their AIS is unsuitable for detecting

anomalies in communication networks. This result is ques-

tioned in [4] where it is stated that this problem occurs because

of the specific choice of problem representation and also due

to the choice of matching threshold r for r-contiguous bit

matching.

In [22] an AIS approach, measuring network features at the

link and network layer of the OSI stack, has been studied

for sensor networks. The authors use a fixed ad hoc sensor

network scenario with approx. 1700 nodes, of which 236 are

misbehaving, and 10 concurrent connections with a constant

bit rate traffic. The implemented misbehavior in their exper-

iments is probabilistic packet dropping. They conclude that

their AIS is capable of detecting such a misbehavior in the

described environment with about 80% accuracy.

A. Learning Mechanism of Artificial Immune Systems

The process of T-cells maturation and selection in the

thymus is often used as an inspiration for learning in AIS. In

AIS, the characteristics of self and non-self can be represented

as bit-strings. The role of detectors is to detect non-self

antigen. A popular algorithm for matching detectors and non-

self antigen, if represented as bit-strings, is the r-contiguous

bits matching rule. Two bit-strings of equal length match under

the r-contiguous matching rule if there exists a substring of

length r at position p in each of them and these substrings are

identical.

In order to generate a set of working detectors, pseudo

random detectors are created and tested with self. Only if a

detector does not match any self-antigen, the detector is added

to the detector set. This generate-and-test approach (negative

selection) described above is analyzed in [6]. They assume

that both self and non-self sets, as well as detectors can be

modeled as bit-strings of length l. Let the size of the self set

be NS , the probability that a randomly chosen detector and a

string from the self set match be Pm and the probability that

a string from the non-self set is not matched by any detector

be Pf . Then the time and space complexity of this algorithm

for a fixed matching probability Pm is O(
−ln(Pf )

Pm(1−Pm)NS
NS)

and O(lNS), respectively. This algorithm requires that the

number of required candidate detectors is exponential to NS .

The advantage of this algorithm is its simplicity and good

experimental results in cases when the number of detectors

to be produced is fixed and small [14]. A review of other

approaches to detector computation can be found in [2].

III. NEURAL NETWORKS

Since Neural Networks and the learning via back-

propagation algorithm are well known, we only shortly review

the way Neural Networks work here. Details can be found in

standard textbooks such as [20].

A. Sketch of NN Algorithm

NN learn a function from an input vector to an output vector.

In the so called learning phase input vectors are presented

to the NN and an output vector is calculated. Depending on

whether the output is correct or not, the weights in the NN

are corrected using the back-propagation algorithm in order to

achieve the right output. These procedure is repeated until for

all input vectors, the right output is calculated (within some

epsilon error interval).

The data is divided in a training set and a test set. In the

learning phase, only the training set is used. The test set is

used in order to evaluate the ability of the NN for prediction

of unknown input.

Without these two sets there is the danger of creating a NN

that works perfect on the set used for training (100 percent

correct classification of input vectors), but fails when unknown

input is presented. A similar behavior is often caused by so

called over-fitting, see e.g. [21] for a mathematical analysis of

the problem.

IV. SENSOR NETWORKS

The sensor network simulation scenario used here is de-

scribed in detail in [22], so we only give a sketch of the

scenario here.



The sensor network consists of 1718 nodes with a radio

radius of 100m. The distribution of the nodes over a square

area of 2,900m×2,950m is a snapshot of the nodes moving by

the random waypoint mobility model. The motivation in using

this movement model and then creating a snapshot are based

on results on structural robustness of sensor networks [5]. The

traffic in the network is generated by 10 CBR (Constant Bit

Rate) connections. The connections were chosen so that their

length is ∼7 hops and so that these connections share some

common intermediate nodes. For each packet received or sent

by a node the following information has been captured: IP

header type (UDP, 802.11 or DSR [10] in this case), MAC

frame type (RTS, CTS, DATA, ACK in the case of 802.11),

current simulation clock, node address, next hop destination

address, data packet source and destination address and packet

size. We refer the reader to [11] for more information on sensor

networks. We chose source and destination pairs for each

connection so that several alternative independent routes exist;

the idea was to benefit from route repair and route acquisition

mechanisms of the DSR routing protocol, so that the added

value of AIS based misbehavior detection is obvious. Glo-

mosim [7] was used as simulator, with 4-hours of simulated

traffic. We choose to collect traffic information within 28 non-

overlapping 500-second windows in our simulation. In each

500-second window self and non-self antigens were computed

for each node. The experiment was repeated 20 times with

independent Glomosim runs using different random seeds.

A. Encoding of genes

From the captured simulation data the following measures

have been calculated and then coded into genes:

MAC Layer:

#1 Ratio of complete MAC layer handshakes between

nodes si and si+1 and RTS packets sent by si to si+1. If

there is no traffic between two nodes this ratio is set to

∞ (a large number). This ratio is averaged over a time

period. A complete handshake is defined as a completed

sequence of RTS, CTS, DATA, ACK packets between si

and si+1.

#2 Ratio of data packets sent from si to si+1 and then

subsequently forwarded to si+2. If there is no traffic

between two nodes this ratio is set to ∞ (a large

number). This ratio is computed by si in promiscuous

mode. This ratio is also averaged over a time period.

This gene was adapted from the watchdog idea in [13].

#3 Time delay that a data packet spends at si+1 before

being forwarded to si+2. The time delay is observed by

si in promiscuous mode. If there is no traffic between

two nodes the time delay is set to zero. This measure is

averaged over a time period. This gene is a quantitative

extension of the previous gene.

Routing Layer:

#4 The same ratio as in #2 but computed separately for

RERR routing packets.

#5 The same delay as in #3 but computed separately for

RERR routing packets.

Encoding of self and non-self antigens was done as follows.

Each gene value was transformed in a 10-bit signature where

each bit defines an interval1 of a gene specific value range. We

created self and non-self antigen strings by concatenation of

the defined genes. Each self and non-self antigen has therefore

a size of 50 bits. The interval representation was chosen in

order to avoid carry-bits that make the binary representation

less compact.

Simulation runs were done for one of {10, 30, 50%} misbe-

havior levels (packet dropping) and “normal” traffic with no

misbehavior, so that ’self’ could be learned from the normal

behavior and then the quality of the misbehavior detection

could be evaluated either with NN or AIS, using the genes

extracted for the misbehaving nodes for the simulation runs

with misbehavior.

V. TRAINING AND DETECTION QUALITY OF AIS

As described in section II-A, for each node in the network

an AIS has been set up with detectors obtained via the negative

selection algorithm using the genes that encode the traffic

characteristics met around this node during normal network

operation. Only data from nodes with enough traffic has been

used. The experiments in [22] showed that the detection rate is

rather independent of the packet thresholds. Packet threshold

of e.g. 500 means that a node had at least 500 packets to

forward in both the learning and misbehavior (test) phases;

this number is measured over the whole 4-hour simulation

period. Except for some extremely low threshold values the

detection rate stays constant.

Then the genes from the sensor network that includes

misbehaving nodes have been presented to the AIS of the

single nodes for misbehavior detection. A node is defined to

be detected as misbehaving, if it gets flagged in at least 14 out

of 28 possible windows. This definition is equivalent (under

reasonable assumptions) to saying that the time to detection

is double the size of the window, i.e. 1000 seconds in this

case. In [22] it is shown that if the misbehavior level is

set very low, i.e. 10%, the AIS usually struggles to detect

misbehaving nodes, because the traffic pattern of misbehavior

is not distinct enough from the noise appearing in normal

traffic, where also packets are dropped sometimes. At the 30
and 50% misbehaving levels the detection rate stays solid at

about 70-85%.

Beyond the pure detection abilities, in this work we have

a closer look at how parameters related to the computational

complexity of the AIS algorithm influence the detection rate.

Figure 1 shows the impact of r on detection rate. When

r = {7, 10} the AIS performs well, for r > 10 the detection

rate decreases. This is caused by the inadequate numbers of

detectors used; in general the number of detectors should be

doubled when r is increased by one.

Besides r, the number of detectors is the crucial parameter

regarding the detection rate and especially computational

1The interval encoding of genes is adapted from [14]. This way only one
of the 10 bits is set to 1, i.e. there are only 10 possible value levels that it is
possible to encode in this case.
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Fig. 2. Detection rate vs (a) number of detectors using 10 connections, (b) number of detectors using 50 connections, (c) the mean number of hidden
neurons. All scenarios use a Poisson based traffic model. Packet threshold was 1000 packets.

complexity. Figures 2 (a) and (b) show that for the actual

problem, less than 1000 detectors are not sufficient for a

good detection rate, 2000 detectors show best success, while

more detectors do not improve the detection rate anymore

and only increase computational complexity and memory

requirements. The figures are based on two scenarios using

Poisson traffic [24], one having 10 connections the other 50
connections. We used the same packet threshold value of 1000
packets for both scenarios in order to verify whether a node

qualifies for detection or not.

VI. TRAINING AND DETECTION QUALITY OF NN

Back-propagation networks with three layers using the

FANN library [8] have been deployed here for misbehav-

ior detection. We used the same representation of good/bad

behavior, i.e. a binary vector of length 50. Therefore the

Neural Networks had 50 input neurons and only one output

neuron (zero indicating good, one indicating bad behavior).

The data from the simulation experiments has been divided

into a training and test set (approx. 2
3 training, 1

3 test). Only

data from experiments/nodes has been used, where enough

data was present (a bad node cannot develop a bad node

pattern, if he is outside the traffic), and where the data was

unambiguous.
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Fig. 1. Detection rate vs r-value of the matching algorithm. Packet threshold
was 1000 packets.

The main parameters of a Neural Network is the number of

hidden layers and the number of neurons in the hidden layers.

For the problem complexity considered here, one hidden layer

is appropriate. The question is, how many neurons the hidden

layer should have, in order to be able to distinguish good and

bad behavior, but also avoiding over-fitting (when a Neural

Network learns the data too exactly, it is not able to succeed on

new, unknown data any more, i.e. the ability to abstract/predict

is lost). Moreover the number of neurons in the hidden layer

is the only free parameter in the Neural Network that has

a direct effect on the computational complexity, since the

number of input and output neurons are predetermined by the

input vectors (genes) and the number of different outcomes.

Thus the detection rates have been evaluated for an increasing

number of hidden neurons.

A. Experiments

Since each training of a Neural Net is an individual process

(depending in the random initial weights and the presentation

order of the vectors during the learning phase) and results in

a different Neural Net finally, several experiments have to be

made in order to get a valid result with mean outcome and

mean deviation. Thus for each configuration (consisting of a

certain number of hidden neurons and a data set) 20 Neural

Nets have been trained and evaluated, figure 2 (c) thus showing

mean values. The variance of the exact value of the output

neuron was very low so that the classification resulting from

the exact value of the output neuron (good/bad) showed no

variance any more. Figure 2 (c) shows how many percent of

the test vectors have been identified correctly as good or bad.

This shows the prediction power of the Neural Net, that is

the correct response to new attacks. The training set has been

learned almost perfectly (Training stopped when over 95% of

the training set had been learned correctly).

If, for comparability with the AIS approach, the training

set would also be considered, then the detection rate would be

around 90 percent. Note that the training data is recognized

correctly with 100 percent.

Regarding the number of hidden neurons (representing the

complexity of the Neural Net) we observe, that a medium



number of hidden neurons (between four and nine) shows

best overall success. This corresponds to the experience, that a

certain number of hidden neurons is necessary for the correct

analysis of the data, but on the other side, if there are too

many hidden neurons, the net overfits the data. That means

the training set is recognized correctly (100 percent), but the

net does not have the ability to judge about unknown data,

since it has just learned exactly the training set. As could be

expected, a low level of misbehavior makes it harder recognize

the difference between good and bad behavior.

VII. COMPLEXITY AND PERFORMANCE OF NN AND AIS

ALGORITHM

Comparing the abilities of both AIS and NN in terms of

detection rate for unknown misbehavior, which is between

40 and nearly 80% depending on the level of misbehavior

and other parameters, it can be said that both algorithms

perform well fulfilling this task. Both algorithms are suited

for misbehavior detection in sensor networks.

For the design of a Neural Network, the number of hidden

neurons is the key parameter. We showed that not many hidden

neurons are required for a decent detection rate.

The performance concerning detection rate of NN and AIS

is comparable. Nevertheless both methods are different in

some key aspects when thinking of an application for a real

sensor network. An AIS (with no danger signals utilized) can

be only trained using the normal operation traffic. A Neural

Network however needs also bad behavior to be represented in

its training phase. Otherwise the Neural Network might learn,

that it should always output ’self’ constantly, disregarding

the input. A solution to the described problem would be to

generate non-self patterns, either by injecting errors in the

sensor network or by generating artificial ’non-self’ training

vectors.

A. Computational Requirements of AIS and NN

Once the AIS and NN are trained, an AIS needs nearly

six times more memory resources for its task than a NN (see

[25], [26] for complexity issues in NN). In our setup, good

detection performance was achieved with d = 2, 000, where d

is the desired number of detectors, and with h ≤ 9, where h

is the number of hidden neurons. Within this setup (bit-string

length of 50 bits), the memory needed for AIS is approx.

50 × d = 100 kbits = 12, 500 Bytes. A NN is represented

by a weight matrix of size 50 × h + h × 1 = 459 weight

values, for h = 9. When the weights are coded as float

data types of size 4 Bytes, the memory requirements is 1, 800
Bytes. We remind the reader, Crossbow Mica2 sensors [1] have

4kB RAM and 512kB EEPROM data memory available; these

resources are however shared among all applications and the

operating system.

Figure 3 (a) shows the memory requirements in Kilobytes

for a given problem size. The problem size is normalized to

the case discussed above, that is problem size of one means

h = 9 number of hidden neurons in the Neural Network case,

and d = 2000 detectors in the AIS case. It can be seen that

for larger problem sizes, the memory requirements for AIS

grow to a size which might not be suitable for small sensors

anymore, while the memory requirements stay moderate even

for a large problem size in the NN case.

The computational requirements for detection in AIS is in

worst case d × r × (50 − r) operations (bit comparisons) (r

being the value from the r-contiguous bits matching). That

is 800, 000 comparisons for r = 10. The reason is, when an

antigen is constructed, there are possibly up to d comparisons

with the detectors necessary. The detection in NN can be

measured in multiplication and additions: 50× 10 + 10× 1 =
510 multiplications plus approx. other 510 additions.

Figure 3 (b) shows the growing number of operations with

higher problems size (normalized to the problem above, with

constant r = 10 in the AIS case). The operations in the AIS

are mainly bit comparisons, while in the NN the operations are

multiplications and additions. Note that we chose a logarithmic

scale on y-axis, since the operational requirements differ by

about three orders of magnitude. Since the computational

requirements are also proportional to the energy consumption

this fact clearly indicates that NN have an advantage in energy

constrained sensor networks.

VIII. CONCLUSIONS AND FUTURE WORK

We compared performance and complexity of two ap-

proaches known from computational intelligence, when used

as a means for misbehavior detection in wireless sensor

networks.

We conclude that they meet the memory requirements of

to-date sensor platforms which have a memory in the order

of hundreds of kilobytes, thus a Neural Net as described

above would need less than 1 percent of the memory. Also

the computational effort of doing a few hundred operations

(additions, multiplications or comparisons) is negligible on

sensors with a processor-speed in the order of MHz.

The results in this work suggest that Neural Networks are

better suited for sensor networks with restricted resources,

because NN use less memory and need far less operations

for the detection. While the need of memory of both NN

and AIS is negligible compared to the memory of actual

sensors, the issue of operations in the detection phase is more

crucial. NN need approximately three orders of magnitude

less operations for a classification. This means that each

detection in an AIS needs much more time, slowing down the

operation of the sensor network. While this slow down might

be negligible in sensor networks whose operation is usually not

time critical, the resulting bigger energy consumption of AIS

is more important, and might tip the scale in favor of NN.

However both approaches are different regarding the length

of the preprocessing phase, memory requirements, speed of

computation and the rate of false positives. Both approaches

are suitable for misbehavior detection in sensor networks,

the decision which approach to choose for a specific sensor

network depends on the details of the scenario.
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Fig. 3. (a) Memory requirements vs problem size (normalized, problem size 1 ∼ h = 9, d = 2000), (b) Number of operations vs problem size (normalized,
problem size 1 ∼ h = 9, d = 2000)
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