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ABSTRACT

Wireless Sensors Networks (WSN) are one of the
ways to provide the communication infrastructure for
advanced applications based on the Internet of Things
(IoT) paradigm. IoT supports high level applications
over WSN to provide services in a number of fields.
WSN are also suitable to support critical applications,
as the supporting technologies are consolidated and
standard network services can be used on top of the
specific layers. FUrthermore, generic distributed or
network-enabled software can be run over the nodes
of a WSN.

In this paper we evaluate and compare performances
of IEEE 802.11g and 802.11n, two implementations of
the popular Wi-Fi technology, to support the deploy-
ment and utilization of an energy management support
system, used to monitor the field by a team of firefight-
ers during a mission. Evaluation on an example sce-
nario is done by using ns-3, an open network simulator
characterized by its realistic details, to understand the
actual limitations of the two standards besides theoret-
ical limits.

I. INTRODUCTION

IoT and WSN are an established approach to im-
plement viable and flexible monitoring infrastructures.
The evolution of both hardware market and software
support enables a variety of applications, spanning
from domotics, Industry 4.0 related solutions and smart
cities. While the commodity market offers a large
choice of products, including low cost ones, the use
of these technologies to support critical applications
should be carefully planned and related solutions re-
quire proper care and choice of components, implemen-
tation and integration.

The technology stack that implements the IoT

paradigm over WSN is now mature and is, at the state,
complex and layered. What happens at the system level
is not anymore immediately predictable and dominated
by determinism as it was in the first, proprietary or em-
bedded products. In fact, there is a large availability
of solutions, so that the performances of the layers cho-
sen in a given architecture cannot be predicted on the
basis of the declared performances of components. In
order to design critical applications and verify the sce-
narios in which they will operate, possibly in support
of safety and protection of human operators or to lower
risk in case of intervention in dangerous sites, a simula-
tion based approach that exploits very detailed models
of the technological layers should be preferred as a sup-
port and reference, particularly when it is not possible,
for the variability of operational conditions and setup
or their unpredictability, to proceed with validation on
the field.

We focus on the domain of emergency management.
In particular, the work described in this paper is a part
of a larger research activity that aims at studying an
Edge computing based support system for emergency
response. In the overall approach, a key role is played
by IoT technologies in support of the field action of fire-
fighters inside large buildings. Coverage understand-
ing, as well as technological choices, are of paramount
importance in the design process: consequently, as we
did not find supporting studies after a thorough anal-
ysis of the existing literature, here we present the re-
sults of a parametric analysis, that has been conducted
in a simple scenario that mimics a large warehouse, a
typical case for the application domain, that also has
the advantage of having a simple geometry, from which
general conclusions can be drawn about technological
limitations.

In this paper we verified, by means of simulation,
the actual possibilities of IEEE 802.11g and 802.11n in
a constrained WSN scenario. These two technologies
have been used as part of an emergency management
support that aims to assist firefighters while entering
and moving in a building in which there is a fire. While
the second one offers in theory higher performances,
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specially on available bandwidth and management, the
first is already available in rugged hardware and has
more mature commercial implementations, due to its
consolidated presence on the market and the feedback
resulting from its wide number of installations in dif-
ferent conditions and for different uses. The analysis
and the comparison is thus motivated by the need for
choosing in a savvy way components according to cost
issues, and for solving the make or buy dilemma in crit-
ical situations for disposable WSN nodes. The scenario
is designed to avoid additional workloads and traffic on
a node with respect to the one generated by or directed
to the node, to obtain an evaluation that is neutral with
respect to routing effects. The emergency management
system implements an Edge computing based applica-
tion over heterogeneous IoT WSN nodes with different
characteristics, including Augmented Reality personal
support for firefighters that operate on the field and
camera based protection solutions for the environments
in which they operate: consequently, we explored the
potential of these two technologies with synthetic work-
loads in this perspective.

This paper is organized as follows: Section II presents
related works; Section III presents the operational sce-
nario in which the system is to be deployed and a glance
on all its components, to describe the complete frame-
work; Section IV introduces the simulation choices and
the characteristics of the simulation; Section V presents
the results of the simulation campaigns and a short
analysis of the outcomes; Section VI closes the paper
with final considerations and future works.

II. BACKGROUND AND RELATED WORK

The growth of IoT technology causes the increasingly
pressing need to keep computing close to the user or to
the application scenario, while keeping the advantages
of Cloud computing available and in the loop. This
sums up the potential offered by Cloud computing, Mo-
bile computing and IoT, with the purpose of matching
both global requirements in terms of cost management,
performances and flexibility of resources, and local re-
quirements such as privacy enforcement and resiliency
to network problems. With this in mind, Fog comput-
ing paradigm standardizes the Edge approach to com-
puting.

With regard to Fog computing, interesting intro-
ductory resources are [24], [26] and [14], that propose
complementary approaches to the fundamentals of the
topic.

The paradigm and the substanding architecture
present a richness of open research challenges, that
encompass basic aspects like communication proto-
cols, system organization and architectures [16][28][21],
and technological solutions [17], advanced aspects
like performance evaluation and verification [10], de-
sign methodologies, system and software management
[12][11][27], data reduction [4], security [25][29], load
balancing [20] or policy-related aspects such as legal
implications and risk [13][23]. A useful review paper is
[15].

A convenient approach to study and evaluate differ-
ent network topologies without the need of setting up a
physical implementation is network simulation. Due to
the richness of aspects and parameters that characterize
computer networks, selecting the appropriate network
simulator to target is a crucial task for researchers. In
order to deep into simulators, an extended description
and a comparison table between the most relevant net-
work simulators may be found in [6].

In order to perform large-scale network simulation,
one of the most widely used tool is Network Simula-
tor 3 (ns-3). ns-3 is stated as a versatile and complete
simulator by many authors, and in some benchmarks
related to the study of wireless network it proved to
be the fastest simulator in terms of computation time
[18]. ns-3 is an open source simulator, released in 2006
[1][22], and may be considered as a replacement of an
older tool, called ns-2. The simulation environment is
released for most of the modern operating systems, and
is written in C++ with an optional Python scripting
API. It allows researchers and practitioners to study
network protocols (mainly Internet-related) and large-
scale networked systems in a controlled environment.
ns-3 provides community supported modules for a wide
variety of network protocols and components, it sup-
ports both simulation and emulation that allows in-
cluding real network portions, it is designed to support
large-scale simulations and it is easily extensible and
programmable.

ns-3 generates PCAP traces of simulated models, so
researchers can easily study or debug the output with
standard tools such as Tcpdump [2] or Wireshark [3].
Additionally, there is also a number of external tools
provided by the ns-3 community, in this work we have
used extensively the Flow Monitor module [7] for the
performance monitoring and the ns-3 Simulation Exe-
cution Manager (SEM)[19] to perform multiple simu-
lations in a structured and repeatable manner. A sys-
tematic literature review on ns-3 is [6].

III. SCENARIO

The reference scenario concerns a system conceived
to support firefighting squads during field operations
(from [9]). Firefighters are equipped with a number
of sensors to monitor their health conditions, an aug-
mented reality device that enriches their personal view
with details on the scene they are observing, and a cam-
era. Besides personal equipment, firefighters deploy on
the field additional sensors while moving into the in-
cident location. Such sensors are designed to provide
various kind of sensing features: some complex sen-
sors with significant computing power can synthesize
elementary sensed data into abstract information and
integrate sensed data from other sensors. Sensors and
personal equipment are powered by batteries and com-
pose a WSN that connects all devices to an Edge server
that runs a field command and control application. For
a more complete description of the system and of the
personal equipment, the reader can refer to [9].

The whole system can be described in terms of three



classes of nodes:

• Personal Support (PS): equipment that each fireman
wears, including various sensors (e.g. vital parame-
ters, audio, thermal, chemical), an AR visor including
a camera, and a local computing device that manages
all sensing;
• Simple Sensor (SS): there are ordinary WSN nodes
with some local computing capability, mainly used for
managing interactions with the rest of the system and
preprocessing data;
• Intelligent Sensor (IS): there are nodes equipped
with multiple sensors and can perform significant local
computing on sensed data and execute generic tasks,
with the possibility of offloading from other nodes and
towards other nodes or the Edge server.

The PS nodes may also generate AR additional graph-
ics, and process sensed information to produce compre-
hensive abstract local status information and interacts
with the rest of the system.

In the system designed, the SS nodes can be put
directly under the control of PS or IS nodes in order
to augment their capabilities, but in this paper we will
simplify the problem by only considering the case in
which all nodes are directly under the control of the
Edge server, in order to evaluate network performances.

The SS nodes, in normal operating conditions, gen-
erate a light and regular network traffic towards the
Edge server, and IS nodes send larger and less regu-
lar network workloads. The PS nodes, besides gen-
erating large and non regular traffic, also deals with
an additional traffic due to video information, and re-
ceive traffic from the Edge server. Furthermore, IS
and PS nodes, when available energy on their board
is lower than a given threshold, start delegating com-
puting tasks to the Edge server, in order to extend their
own active lifetime. For this reason, more intense data
traffic is generated on the WSN after an initial recon-
figuration and status synchronization data traffic. A
similar situation happens (in the opposite traffic direc-
tion) whenever IS or PS nodes need to reload software
images and/or reconfiguration parameters, which are
loaded from the Edge server.

In the next section some simulation-based analyses
are presented about the proposed solution, and in the
section V some preliminary results are shown.

IV. MODELING AND SIMULATION

Before implementing the real network, wide simula-
tion campaigns are needed in order to assess the tech-
nology to be used (WiFi, LoWPAN, etc.). The plat-
form chosen for simulation is ns-3, because of its versa-
tility and simulation performance. As a first attempt to
simulate the network, standard WiFi technologies are
simulated, such as IEEE 802.11g and 802.11n.

The choice of WiFi technologies is due to their diffu-
sion and performance in term of throughput and data
rate; on the other hand, this kind of devices are more
power consuming than others (e.g., LoWPAN). More-
over, the outdated 802.11g technology is taken into con-
sideration due to the larger availability of industrial

TABLE I: Values of simulation parameters

Parameters Values
WiFi Protocol [802.11g, 802.11n]
N. of nodes [3, 4, 5, 6, 7, 8, 9,

10 , 11, 12, 13, 14]
Datarate [3Mbps, 5Mbps, 7Mbps]

rugged devices than 802.11n.
The used topology is a simple grid with the same hor-

izontal and vertical distance between rows and columns.
The Edge server is placed in the upper left corner and
the second deployed mode is the Access Point (AP),
while the other nodes are placed in rows, with F nodes
per row. The distance between rows is ∆X, and the dis-
tance between columns is ∆Y (see Fig. 2). All nodes
directly communicate with the Edge server (see Fig.
3). Obviously, the diagonal of grid is the maximum
distance from the grid server to the node (worst case).
The version of ns-3 used is 3.30.1, compiled and the
simulation ran on a macbook pro 15” equipped with
an Intel core i7 2.8GHz with 16Gb of RAM and ma-
cOS Mojave 10.14.5.

The ns-3 modules used to set up the simulation are
showed in Table II.

The simulation campaigns were aimed at obtaining
different metrics for evaluating the performance of the
entire network. The metrics that have been taken into
consideration are the total throughput that the server
can manage, or rather the maximum data flow it can re-
ceive, the throughput that each node can manage singu-
larly and finally a derived metric, the number of nodes
that are able to guarantee a throughput greater than a
threshold value.

In order to obtain the best and most complete sim-
ulation results, we decided to run the simulations by
varying different parameters:
• WiFi protocol : the protocols set in the simulations.
We used 802.11 family protocol at level 1 and 2 of the
ISO/OSI protocol stack.
• number of nodes: the number of simultaneous nodes
in each simulation. We used IPv6 protocol at level 3 of
the ISO/OSI protocol stack.
• Datarate: the continuous dataflow that the node
transmits to the Edge Server. We used the UDP pro-
tocol at the level 4 of the ISO/OSI protocol stack.

Figure 1 summarizes the ISO/OSI protocol stack
setup used in simulations. We execute the simulation
with all possible combinations of value, shown in table
I, for the above parameters. We then had 72 different
simulation scenarios run for the subsequent analysis of
the results and evaluation of performance.

V. RESULTS

Keeping in mind that some of the simulated nodes
(particularly PS nodes) are part of the gear of firemen
in a crisis area, the dispatched simulation campaigns
are aimed to detect expected performance values. First
of all, it is needed to know how many PS nodes may be
used in the crisis area (i.e. how many firemen can work



802.11 - Lev 1

802.11 - Lev 2

IPv6 - Lev 3

UDP - Lev 4

Presentation - Lev 6

Application - Lev 7

Session - Lev 5

Fig. 1. The ISO/OSI stack used in simulations

Fig. 2. Spatial configuration of the network and related param-
eters

in crisis area) without causing performance decay. In
order to do this, tests have been conducted varying the
numbers of involved nodes. The nodes feed the Edge
server with data streams of different data rates (3, 5 and
7 Mbps). For a correct understanding of the results we
want to emphasize that in the simulations all the nodes
involved start transmitting at maximum speed at the
same time. The next figures show throughput values
for both IEEE 802.11g (Figure 4) and 802.11n (Figure
5) devices.

Looking at the results, it is clear that the throughput
given by IEEE 802.11g is widely inadequate. In fact,
Figure 4 shows that, even with a 3 Mbps data stream,
the throughput is very low also with a low number of

TABLE II: Used ns-3 modules for the simulation setup

Modules Description
Internet general IP, TCP and UDP

protocols implementation
IPv6 IPv6 protocol implementation
Mobility a model that helps to allocate

devices
Spectrum it aims at providing support

for modeling the frequency-
dependent aspects of
communications [5]

Propagation Loss modeling of propagation loss
and propagation delay

Wi-Fi implementation of ns-3 models
for wi-fi (IEEE 802.11)

Flow Monitor the module uses probes,
installed in network nodes, to
track the packets exchanged by
the nodes to measure the
performance of network
protocols [8]

Application modeling different applications
at ISO/OSI level 7

Fig. 3. Structure of the connections and information flow con-
sidered for the experiments

nodes. Figure 5, instead, shows that IEEE 802.11n is
really promising, allowing sufficient performance, up to
8 PS nodes with a data stream of 3 Mbps.

Established that 802.11g is inadequate for imple-
mentation of the designed system, the focus shifts on
802.11n. The analysis continues with another simu-
lation campaign, in which the number of nodes that
are ”up” (i.e. nodes that are able to make use of data
rate/2) is evaluated. The following Figure 6 shows that,
with a data rate of 3 Mbps, 8 nodes are fully available;
with a data rate of 7 Mbps, at least 5 nodes may be
fully available.

The next graph, in Figure 7, is also more interesting,
and shows the mean performance of PS nodes versus
total number of nodes. In this Figure it is easy to see



Fig. 4. Throughput of the network when using IEEE 802.11g

Fig. 5. Throughput of the network when using IEEE 802.11n

that, with a data stream of 3 Mbps, up to 8 PS nodes
may be used at the same time.

The same test has been performed also on a network
based on IEEE 802.11g devices. The results, shown in
Figure 8, confirm that 802.11g is not able to perform
well enough for the case study; in fact, throughput de-
cays quickly, even when using a little number of PS
nodes.

VI. CONCLUSIONS

In this paper, the network simulator ns-3 is used to
study the performance of an Edge system conceived
to support an advanced emergency management sys-

Fig. 6. Nodes ”up” versus total number of nodes (IEEE 802.11n)

Fig. 7. Mean throughput of nodes versus total number of nodes
(IEEE 802.11n)

tem. This system, based on three different types of
sensors (personal, base and intelligent sensors) is simu-
lated considering the possible implementation based on
IEEE 802.11g or 802.11n network devices. A large test
campaign has been performed, and the results show
that 802.11g is inadequate for implementation, whilst
802.11n shows promising results. In this case, it is pos-
sible to use up to eight PS nodes with a data rate of 3
Mbps, which may be acceptable for the purpose of the
system.

Future work includes extending simulation using dif-
ferent network technologies, such as LoWPAN, and



Fig. 8. Mean throughput of nodes versus total number of nodes
(IEEE 802.11g)

deepening into the model to study the effect of different
policies on the nodes behaviour. Furthermore, energy
management in the sensor network will be considered,
as well as more complex routing policies.
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