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ABSTRACT

Many information security monitoring systems and con-
trolling of IoT systems receive information in the form of
short messages, which can be considered as small sam-
ples. Concepts are considered as classes of small samples
that allow you to determine the correctness of monitor-
ing systems. The paper is devoted to the problem of
recovering concepts on observations of series of small
samples.

Probabilistic model of appearance of series of small
samples is introduced. To define concepts, the proba-
bilistic dependency is used within series of small sam-
ples. The case of series of length 2 of small samples
is considered. This assumption allowed the construc-
tion of a random graph and provided its probability-
statistical analysis. Asymptotic approximations of prob-
ability distributions in the series scheme are used to
identify ranges of parameter values that better define
the structure of concepts. The set of parameter values
is defined, at which the structure of concepts is uniquely
determined with probability which tends to 1.

INTRODUCTION

Many information security monitoring systems (Grusho
et al., 2015, 2019a) and controlling of IoT systems re-
ceive information in the form of short messages, which
can be considered as small samples.

Unlike classical mathematical statistics, the meaning
of a ”small sample” does not involve obtaining informa-
tion by statistical processing of data contained in one
small sample. The information required for data anal-
ysis is intended to be obtained by statistical processing
of a set of small samples.

However, many problems arise with small samples
analysis (Etz and Arroyo, 2015). One major problem
is that the distribution on the set of small samples may
not be homogeneous even under conditions of indepen-
dence of obtaining small samples.

Let ’s consider the example of problems with small
samples. Assume that the part of small samples (k of

small samples) is obtained according to the distribution
P0, and the remaining m of small samples are obtained
according to the distribution P1, P0 6= P1. If the prob-
lem of recovering samples with distribution P1is con-
sidered, and the probability of ”false alarm” (a sample
from distribution P0 is by mistake taken as the sample
from distribution P1) has to be made as little as pos-
sible, then if m/k → 0 and k → ∞ the probability to
classify incorrectly the sample from distribution P1, as
a rule, is limited from below to a constant (Grusho et
al., 2019a; Axelsson, 1999).

Due to the inertia of information systems, monitoring
system messages are often received in series, reflecting
the close states of a computer system or a network.

The purpose of monitoring systems is to identify
anomalies in the operation of monitored objects. Tech-
nologies for detecting anomalies based on the construc-
tion of models of normal behavior are known (Tukey,
1977). However, a set of incoming messages does not
always have simple structure (Grusho et al., 2016). It is
not always possible to apply regression methods (Tukey,
1977). For example, when the network changes its be-
havior, many parameters of the network functioning
change. If the device shows several modes of operation,
it is necessary to base their description on analysis of
incoming small samples using machine learning proce-
dures.

Recently, a lot of machine learning methods have been
developed (see, for example, (Jordan and Mitchell, 2015;
Bramley, 2017)). Machine learning techniques based on
small samples have also been studied in detail (Shu et
al., 2019). One of the main scenarios in such learning is
based on Concept Learning. In (Shu et al., 2019) con-
cepts are called classes of small samples, which allow to
determine the correctness of monitoring systems. The
purpose of Concept Learning is to recognize concepts
by a small number of small samples based on previously
observed concepts. The second purpose of this approach
is to recover a set of concepts. In the future, the ter-
minology of small sample learning theory will be used,
where concepts refer to classes of samples to which mem-
bership needs to be determined for newly arrived small
samples. One more problem is the concept construction
(Shu et al., 2019).

The problem of recovering of concepts is recognized
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as one of the main challenges in the theory of machine
learning (small sample learning). As noted above, be-
cause of the inertia of information systems, messages are
often received in series, reflecting the close states of the
computer system or the network.

Next, we assume that the data comes from the series
of small samples. Each series is often associated with a
single concept. At the same time, the number of con-
cepts is unknown, but it is finite. Each concept will be
described by a set of samples. The paper (Grusho et al.,
2019b) deals with the case where the series are unam-
biguously related to the same concept. In this paper,
the mathematical model of building a series of small
samples is described as a random graph. This model
reflects the possibility of series from different concepts.
Analysis of this model helped to prove that asymptoti-
cally with probability which tends to 1, the set of series
uniquely recovers concepts and their number.

MATHEMATICAL MODEL

Let the finite alphabet A be defined. Monitoring system
messages are sent to the analysis system by short formal-
ized messages reflecting the states of different sensors.
For simplicity, we consider that messages have the same
length r. However not all messages are admissible, i.e.
there is a set of admissible messages X ⊆ Ar, |X| = n.
Each message can be considered as a small sample. The
analysis system can operate in several automatically
switched modes. This corresponds to the existence on
set X of several the priori existing concepts that we will
denote through M1, ..., Mk. The number of concepts k
and concepts themselves are not defined.

The task of machine learning is to recover the con-
cepts themselves on the set of accumulated small sam-
ples. The paper assumes that small samples with a high
probability are received from any one concept on series
of the length l. For simplicity, let us assume that l = 2.

Let time T be represented by the set of natural num-
bers. Series of small samples of the size l = 2 appear
sequentially and independently of each other. If a se-
ries of small samples (x1, x2) consists of small samples
belonging to the same concept, then the probability of
this event equals to α > 0. If x1 belongs to one concept
and x2 belongs to another concept, then the probabil-
ity of such series equals to 1 − α > 0. In other words,
let the control sequence of 1 and 0 be obtained by the
Bernoulli scheme with the probability of appearance of
1 equaling to α and the probability of appearance of 0
equaling to 1 − α. If the element of control sequence
equals to 1 at the given time, a concept from one of the
sets M1, ..., Mk is equiprobably selected, and a pair of
small samples (x1, x2) is independently and equiproba-
bly selected from this concept. If the element of control
sequence equals to 0 at the given time, two different
concepts are randomly and equiprobably selected, from
each of which independently and equiprobably selects a
small sample x1 and a small sample x2.

Suppose the series sequence is infinite. Then due to
independent appearance of series from Borel-Cantelli’s
lemma follows that each pair (x1, x2), x1, x2 ∈ X, will

be met in an infinite set of times.
Let’s consider the random graph G(n) with nodes on

the set X and with edges corresponding to appearance
of each pair (x1, x2), x1, x2 ∈ X, at least once. Then
it follows from the above that the graph G(n) is com-
plete for any n. It follows that graph G(n) carries no
information about the structure of concepts and their
number.

Let n → ∞. Note that in this case the sequence
G(n) also carries no information about the structure of
concepts and their number.

Let’s consider now a great number of random graphs
{G(n)} which are defined on X, |X| = n, by means of
a chain of length T of randomly chosen series of small

samples from the set X. The random graph G
(n)
T may

not be a complete graph. Therefore, in graphs G
(n)
T

some regularities may be revealed related to the struc-
ture of concepts and their number. Obviously, at small
T , these regularities manifest weakly, and at large T ,
they disappear altogether. However, there is area of T ,
where these regularities can be identified. Using the set

of graphs {G(n)
T }, the algorithm for recovering the set of

concepts of M1, ..., Mk and estimating their number k
will be constructed.

PROPERTIES OF GRAPHS G
(n)
T

Let’s assume that the number of concepts k < ∞ is
fixed, and it is unknown. Each small sample from X be-
longs to some concept Mi, the numbers of small samples
in concepts M1, ..., Mk satisfy the following conditions:

|Mi| = nεi, 0 < εi < 1,
Σk

i=1εi = 1, i = 1, ... k
(1)

Let a chain of series of small samples of length T be

constructed. On this data the graph G
(n)
T is defined.

This graph is the source for the concept recover algo-
rithm.

Lemma 1. Let n→∞, α = 1 + o(1),

T =
(n lnn)2

α
(1 + o(1)),

then in the random graph G
(n)
T the subgraphs formed

by nodes Mi, i = 1, ... k, are complete graphs with the
probability which tends to 1.

Proof . Consider the classic task of allocations of
particles into boxes (Kolchin et al., 1978), where boxes
are pairs of the kind (x, x′), where x, x′ belong to the
same concept, and different particles are placed in these
boxes according to the probability scheme built above at
the moments of time when there are units in the control
sequence. For each concept Mi, the number of such
pairs is equal to (

|Mi|
2

)
.

Let in the control sequence of the length T and random
choosing of the concept Mi gets Ni of units. If N is
the number of all units in the sequence of the length T ,
then by the definition of the defined probability measure



Ni = N
k (1 + o(1)) with probability 1 + o(1), where the

convergence of the probability to 1 is denoted by 1+o(1).
At the same time

P (N = αT (1 + o(1))) = 1 + o(1).

From here for all i = 1, ..., k

P (Ni =
αT

k
(1 + o(1))) = 1 + o(1).

The mathematical expectation of the number of
empty boxes µ0 (i.e. the number of edges missing in

the graph G
(n)
T on the set of nodes Mi) in equiproba-

ble scheme of allocations for each i = 1, ..., k, equals to
(Kolchin et al., 1978):

Ei(µ0) =

(
|Mi|
2

)1− 1(
|Mi|
2

)


Ni

. (2)

It follows that simultaneously for all concepts the
mathematical expectation of the number of empty boxes
for all concepts is equal to o(1).

By Markov’s inequality (Shiryayev, 1984), the proba-
bility that at least one node will not fall into the corre-
sponding complete graph is equal to o(1).

Thus, all concepts in G
(n)
T produce complete graphs

with probability which tends to 1. Lemma 1 is proved.
In complete graphs obtained in the random graph

G
(n)
T on subsets of nodes Mi, i = 1, ... k, the value of

considered parameter T does not take into account the
following possibility.

Let node x belong to the set Mi. However, it is pos-
sible that edges resulting from zeros in the control se-
quence will also allow the node x to be attached to the
complete graph arising on another concept. Such a sit-
uation will be called a learning error, as it introduces
ambiguity in the description of the membership of the
node x to one of concepts.

The following lemma shows that the probability of
any error tends to zero when

T =
1

α
(n lnn)2(1 + o(1))

and

1− α = O(
1

lnn
).

Lemma 2. Let n→∞, 1− α = O( 1
lnn ),

T =
1

α
(n lnn)2(1 + o(1)).

Then the probability of any error, i.e. that there exists
a node belonging to any two concepts, tends to zero.
Proof. Let node x ∈ Mi. Then x generates an error

with the set Mj , j 6= i, if fixed |Mj | edges corresponding
to some zeros of the control sequence connect x to all
nodes of the set Mj . The probability of this event for
fixed zeros in the control sequence is equal to(

1

|Mi| · |Mj |

)|Mj |

.

The mathematical expectation of the number of such
events on the set of zeros of the control sequence is equal
to (

T −N
|Mj |

)(
1

|Mi| · |Mj |

)|Mj |

. (3)

Then the mathematical expectation of the number of
errors generated on the set Mi by edges connecting Mi

with Mj is equal to

|Mi| ·
(
T −N
|Mj |

)(
1

|Mi| · |Mj |

)|Mj |

. (4)

Let’s use the inequality (Riordan, 1958)(
m
r

)
≤ mr

rr(m− r)m−r
.

Having substituted the received estimates and values
|Mi|, |Mj |, we receive for some ε > 0 that the next esti-
mate takes place for formula (4) in conditions of Lemma
2:

neCn

(
lnn

n

)εn

= o(1), (5)

where C > 0, C = const. This estimation is true for
every pair (i, j), i 6= j, of concepts. Lemma 2 is proved.

ALGORITHM FOR CONCEPTS RECOVERY

Let’s denote via B the algorithm for concept recov-
ery. Let A be the algorithm for allocating the max-
imum complete subgraph in a graph. The result of

A in G
(n)
T we will denote via G

(n)
T (1). Delete then

graph G
(n)
T (1) from the graph G

(n)
T (remove nodes of

the graph G
(n)
T (1) and the associated edges). In the re-

maining graph, using algorithm A, we will allocate the

maximum complete subgraph G
(n)
T (2), etc. Thus, com-

plete subgraphs G
(n)
T (1), ..., G

(n)
T (k̂) define sets of nodes

M̂1, ..., M̂k̂. These are the first k̂ steps of the algorithm
B.

After A has finished its work algorithm B has to cor-
rect the sets M̂1, ..., M̂k̂. The procedure is as follows. If

the node x does not belong to any of sets M̂1, ..., M̂k̂,
then we calculate its connectivity with each of these sets.
Let M̂i be the set having maximum connectivity to the
node x. Attach this node to M̂i. Repeat this proce-
dure with each node that does not belong to any of sets
M̂1, ..., M̂k̂. If ambiguity occurs, any of the allowed sets
is arbitrarily selected. If x is an isolated node, then any
of sets M̂1, ..., M̂k̂ is arbitrarily selected.

After all the nodes from the set X are distributed
across sets M̂1, ..., M̂k̂, let’s find the area of values of

parameter T at which k = k̂ and with probability which
tends to 1, Mi = M̂i, i = 1, ..., k.
Lemma 3. With probability which tends to 1, for

each i = 1, ..., k̂ there exists a number j = 1, ..., k such
that M̂i = Mj .

Proof. Consider the set M̂1 and assume that the
proposition of lemma 3 for M̂1 is not performed. This
means that the set M̂1 consists of several subsets of



sets Mi, i = 1, ..., k. Since the graph G
(n)
T (1) is the

maximum complete subgraph, and the subgraphs of the

graph G
(n)
T generated on sets Mi, i = 1, ..., k, are com-

plete graphs, the number of nodes in the graph G
(n)
T (1)

is greater than or equal to the number of nodes in each
set Mi, i = 1, ..., k. That is, there is δ > 0 such that
|M̂1| ≥ nδ. Then there exists the number j = 1, ..., k
such that |M̂1∩Mj | ≥ nε, ε > 0. In fact, if the intersec-

tion M̂1 with each set Mi, i = 1, ..., k, is equal to o(n),
it contradicts the condition |M̂1| ≥ nδ because k <∞.

In addition, there is a node x ∈ M̂1 ∩Mi for some
i 6= j. For a pair (x, M̂1 ∩Mi) , an estimate similar to
(3) is fair, namely

(
T −N
|Mj ∩ M̂1|

)(
1

|Mi| · |Mj |

)|Mj∩M̂1|

, (6)

where i 6= j. It follows that for (6) the estimation (5)
is fair. It means that there are no nodes in the set M̂1

that do not belong to Mj with probability which tends
to 1.

According to the algorithm B, the graph G
(n)
T (1) is

removed from the graph G
(n)
T together with the set Mj .

Since the following graph is the maximum complete
graph on the set of nodes X \Mj , all reasonings fair to

M̂1 are true for M̂2. Then there is a number i = 1, ..., k
such that M̂2 = Mi with probability which tends to 1.

Obviously, at the k-th step, the maximum complete
subgraph is defined on the remaining set Ms and all
elements of the set X are exhausted. It follows that
k = k̂ and after the corresponding renumbering, equality
Mi = M̂i, i = 1, ..., k is fair. Lemma 3 is proved.
Theorem. Let n → ∞, 1 − α = C

lnn , where C =
const, C > 0,

T =
1

α
(n lnn)2(1 + o(1)).

Then

P (k = k̂, Mi = M̂i, i = 1, ..., k)→ 1.

Proof. The proposition of the theorem follows from
lemmas 1-3 and the description of the algorithm B of

graphs formation G
(n)
T (1), ..., G

(n)
T (k̂).

It follows from the theorem that at large n there is
an area of values of T in which concepts are correctly
recovered with great probability. At the same time, at
very small and very large values of T , the structure of
concepts cannot be determined in principle.

CONCLUSION

1. In the paper it is proved that in the process of using
machine learning to recover concepts in the origi-
nal small sample data, bad results are obtained not
only when the set of accumulated samples is small,
but also when the set of accumulated samples be-
comes very large. It is shown that there is a relation
between the parameters of the number of possible
small samples and the accumulated data, in which

the structure of the set of concepts is uniquely de-
termined with probability which tends to 1.

It follows that it is not true that in all tasks in-
creasing of the set of accumulated data improves
the quality of learning. Therefore, it is necessary
to highlight the parameter value areas when the
quality of training is the best.

2. It is convenient to use asymptotic approximations
of probability distribution in the series scheme to
identify parameter value areas that define the struc-
ture of concepts better.

3. The paper does not consider estimates of the com-
plexity of algorithms for the concepts recovery.
Currently, there are many algorithms for allocat-
ing complete graphs and comparing the complexi-
ties of these algorithms is not part of the task of
this paper. However, it should be noted that if it
is possible to construct a linear order in each of
recovered concepts, the task of classifying a newly
incoming small sample is solved quite quickly by
known algorithms.

4. The paper does not consider the possibility of build-
ing the best estimation of the probability of the cor-
rect recovering of the concepts. As noted in para-
graph 1 of the Conclusion, the problem of proving
the existence of an area of parameters in which the
estimation of the probability of the correct recovery
of concepts tends to 1 has been solved. However,
preliminary studies have shown that limitations (1)
on the power of concepts can be weaken.
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