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ABSTRACT
The paper is devoted to the task of finding the root
cause of anomaly in a distributed information and computing system. An approximate approach is considered
to detect implicit anomalies with accuracy to the object
(of a component of the technical device, a node of a network infrastructure, an application or of an information
resource). The approximate solution is based on the
use of integral parameters that allow you to identify an
anomaly, but do not allow you to indicate its cause. To
work with such methods for determining the root causes
of anomalies, auxiliary data is required, which is called
metadata in the work.
The work describes a metadata construction algorithm and shows ways of using metadata to build an
object in which the root cause of the anomaly is located. An approximate solution to the problem of finding the root cause of an anomaly with a help of quickly
computable values of integral parameters is necessary to
reduce the time of interruption of work processes due to
implicit anomalies. It is assumed that small subsystems
and nodes are easier to replace than to delve into the
study of the cause.
INTRODUCTION
The increase in the size of distributed information and
computing systems (DICS) exacerbates the problem of
timely detection of failures, errors and shutdowns due
to conflicts with information security (IS) requirements
(hereinafter, anomalies). Implicit anomalies do not
demonstrate their damage immediately, and Root Cause
Analysis (RCA) is required to analyze and restore them.
The problem of a remote search of implicit anomalies
root causes is often a complicating factor. Modern operating systems can collect a large amount of data for
RCA. However, remote analysis requires to transfer this
data to the system administrator or IS officer (Grusho
et al., 2020a), but most of this data will not be in demand, and their transfer over communication channels is
not cheap and is not always possible. Big data requires
more computing resources. RCA acceleration is often
achieved by successful localizing of an anomalous DICS
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subsystem, which allows you to replace this subsystem
and reduce the time to restore workflows.
Such a search requires certain auxiliary data, the collection and the organization of which depends on the
speed and the effectiveness of the finding of a minimum
possible object containing the root cause of the anomaly
sought.
In the paper these supporting data are called metadata (MD). This name was chosen due to the fact that
this term has already been used to solve such problems
(Grusho et al., 2020b). The basis of MD is formed by a
special case of Knowledge Graphs in which the arc from
the object O1 going to the object O2 , means that the
anomaly in O1 can initiate anomaly in O2 .
Arbitrary technical devices, network infrastructure,
software and information resources will be called elements of the DICS. Arbitrary sets of elements are called
DICS objects. Anomalies can occur in case of errors
in data and data transformations, in case of technical
breakdowns, as well as in case of unacceptable interactions of DICS objects. Anomalies can manifest themselves in the improper development of computing processes, obtaining incorrect calculation results. The most
obvious manifestation of the anomaly is the unexpected
shutdown of the computing process, the failure of the
technical devices of the DICS. However, in all cases, implicit anomalies are possible, the location of which and
the causes of their occurrence require a deep analysis
(Grusho et al., 2018).
The model of implicit anomalies and search of root
causes using integral parameters (IP) is constructed in
(Grusho et al., 2020c). Such parameters are determined
on the basis of generating algorithms (GA) that create
the values of these parameters, and effective algorithms
that display the values of these parameters. The RCA
procedure proposed in (Grusho et al., 2020c) creates a
DICS object containing a damaged GA fragment, the
IP of which showed the presence of an anomaly.
Close problems arise when finding vulnerabilities in
software using intelligent fuzzing (Jurn et al., 2019).
Fuzzing is a technique for generating input values suitable for generating an error through target software
analysis (Bekrar et al., 2012). Smart fuzzing has the
advantage of knowing where errors can occur through
software analysis. The tester can create test cases for
that branch to extend the coverage of the code and generate valid conflicts. However, analyzing the target soft-

ware requires expert knowledge and takes a long time
to generate a template suitable for software input.
Thus, it is recognized that the most difficult problems,
equivalent to RCA, require a lot of human labor. In this
paper the reduction of labor is achieved by using the
anomaly’s IP which is used in search for the root cause.
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Further there are often used two terms: an algorithm
and a process. The complete definition of the term “an
algorithm” can be found in (Uspensky and Semenov,
1987)[7], and process concepts in a computer system can
be found in (Hoare, 1985)[8]. In this paper, the links of
these concepts are used. The process implements some
algorithm or fragment of the algorithm. The algorithm
in the computer system is implemented using one or
more processes.
It is said that the algorithm passes through the object O if processes as elements of O are involved in its
implementation.
The generating algorithm (GA) of the parameter I
is the algorithm for generating and calculating values
of parameter I (Grusho et al., 2020c), further will be
denoted through GA(I). If I is an integral parameter,
the values of I can be calculated using an algorithm
independent of GA, but giving the same value as GA.
In the case of an anomaly, both algorithms show the
anomaly. At the same time, only GA is involved in the
formation of an anomaly that both algorithms are able
to identify. In (Grusho et al., 2020c) it is shown that
there can be several GA for the parameter I. In this
case it is necessary to determine the influence of several
GA on the values of the parameter I. However, in the
assumption of the presence of an anomaly, we do not
take into account the influence of several GA on reducing the capability of the detection of the anomaly, and
in terms of increasing for the detection capability of the
anomaly with the help of I, it is not necessary to take
into account the influence of other GA. Therefore, instead of considering the effect on the value I of several
algorithms, we can talk about GA that have failures of
fragments of algorithms or do not have them. It has
been proved (Grusho et al., 2020c) that the uniqueness
of the root cause of the anomaly is a sufficient condition
for the manifestation of the anomaly in the integral parameter I, when the anomaly is generated by the failed
fragment of the GA(I).
Consider a few questions about the content of DICS
facilities. Since it is not always possible to enumerate
all DICS elements included in the object O, inductive
definitions should be used. Let the objects O1 , ..., Ok be
defined. Then the theoretical-plural union O of objects
O1 , ..., Ok is also an object. At the same time, these
objects as sets of elements may not intersect, but may
interact.
We define the interaction of objects O1 and O2 as
the presence of processes ξ1 in the object O1 and ξ2 in
the object O2 such that ξ1 can at a given time of its
implementation transmit information about its state to

the process ξ2 over a certain channel. In this case, the
process ξ2 is able to receive this information and use it
in its algorithm (Hoare, 1985).
However, the anomaly in GA(I) is not always the root
cause of the anomaly. Acceptable localization of the
anomaly with the help of integral parameters is possible
when the source of the anomaly is some unobserved process mediated by interacting with GA(I), through which
the anomaly is detected. It is said that in the ξ1 process, the anomaly error is spread to GA(I) if there are a
number of interactions ξ1 with ξ2 ,..., ξk with ξk+1 , where
the last process belongs to GA(I). Hence, an abnormal
fragment GA(I)(t) of GA(I) arises, where t is the value
in a certain enumeration of fragments of GA(I). If in
the process of ξ1 is the root cause of the anomaly and it
is the only one in the computer system, then (Grusho et
al., 2020c) it can be proved that the anomalous fragment
of GA allows you to see the anomaly in I. The process
of such an anomalous transmission can be represented
in the form of the following graph, which we will call the
attachment.
GA(I)(t − 1) → GA(I)(t) →
↑
ξk
If you allow an attachment operation, you must define a branch operation. GA(I)(t) having an anomaly,
when interacting with some ξ process, may initiate an
anomaly in ξ.
GA(I)(t − 1) → GA(I)(t) → GA(I)(t + 1)
↓
ξ
In this case as ξ can be GA fragment of another integral parameter I ∗ , so GA(I ∗ ) will show an anomaly
(with the only root cause of the anomaly, this will happen necessarily).
Let O1 → O2 be objects in which ξ1 can transmit
to ξ2 anomaly. Let O11 , O12 be partition of the object
O1 into two nonintersect objects, and O21 , O22 be a
partition of the object O2 into two nonintersect objects.
The condition O1 → O2 means that there are at least
a pair of objects from different partitions for which it
is carried out, for example, O12 → O21 . Indeed, the
process is an indivisible entity. Then if ξ1 is in O12 and
ξ2 is in O21 then O12 → O21 . Back, if O12 → O21 , then
in the object of merge we get O1 → O2 . If objects O1
and O2 intersect and ξ1 is the common process, then
when dividing each of them into two objects, there is
a pair where ξ1 will be in, and for this pair it remains
possible to transmit an anomaly. From here we get the
following statement.
Statement 1. Objects O1 and O2 satisfy the condition O1 → O2 if and only if there are subsets of O1∗ in
O1 and O2∗ in O2 such that O1∗ → O2∗ .
The relation → is reflexive, transitive and antisymmetric, that is, it is a partial order.

For RCA using the integral parameter I for GA(I),
the following important property is required. Let the
objects O1 , ..., Ok in MD can transfer anomaly to the
object O. Then O1 , ..., Ok satisfy the requirement of
completeness for O if for parameter I provided that
GA(I) passes through O, there is m, m = 1, ... k, such
that GA(I) passes through Om .
Requirements of completeness for O and O1 , ..., Ok
are difficult to verify. The following statement simplifies
the situation somewhat.
Statement 2. The objects O1 , ..., Ok satisfy the condition of completeness with respect to the object O for
GA(I) if and only if the union O1 , ..., Ok is the complete
object with respect to the object O for GA(I).
Proof. The necessity follows from the following simple
reasoning. If GA(I) passes through Om , then it passes
through the union O1 , ..., Ok .
Sufficiency. If GA(I) passes through the union
O1 , ..., Ok , then there exists a fragment of this algorithm
passing through this union. Each fragment of GA(I) is
implemented by one or more processes ξ1 , ..., ξl , which
are indivisible. The totality of these processes interacts
in this order with the union O1 , ..., Ok . If there is an
anomaly in fragment GA(I), then it must be at least in
some ξn . If the indivisible process ξn passes through the
union O1 , ..., Ok , then as an algorithm it passes through
some set of this union. So the fragment GA(I) of ξn
passes through at least one of the objects O1 , ..., Ok .
The statement is proved.
Consequence. This statement is true for any parameter I and its GA(I).
Considering large disjoint components of the DICS,
for which completeness is easy to check, we will transfer
completeness to their partitions, which will automatically follow from Statement 2. Further, it will be assumed that for the considered sets of MD the completeness conditions are met.
If GA(I) passes through an object O in which interaction with an anomalous process ξ occurs, then it is easy
to propose a simple probabilistic model for the propagation of the anomaly. Let p be the probability that
GA(I) will receive an anomaly from ξ. If there are n
independent interactions of GA(I) with abnormal processes in O, then the probability of an anomaly in GA(I)
is 1 − (1 − p)n . It is interesting to look at this formula in
various extreme cases of the values of these parameters.
If p = 1, then the propagation of the anomaly in
interactions towards O occurs with probability 1. If
error propagation occurs with probability 1, then the
widespread propagation of the anomaly poses the greatest difficulties for RCA. An example of such an error is
given in (Grusho et al., 2018, 2017).
If p is close to or equal to 0, then the probability of
propagation of the anomaly is small, but it is easier to
localize the cause of the anomaly (if such an anomaly
can be seen). An example of such an anomaly is the prefailed state of the hard drive when it is still working, but
an anomaly in its device will inevitably cause it to fail.
It is possible to see such an anomaly by indirect signs, in
particular, by a significant increase in the time of access
to the disk (Grusho et al., 2020c).

Further, it is believed that the DICS propagates errors with p = 1. In order to effectively use the MD
to search for root causes, it is necessary to construct a
hierarchical decomposition of the MD and use it to accelerate algorithms for searching for objects containing
an anomaly.
CONSTRUCTION AND USAGE OF MD
In the introduction, it was noted that MD are auxiliary information for a system administrator or an IS
officer, which is built on the basis of knowledge graphs
(Brandón et al., 2020; Nickel et al., 2016) of the form
X →c Y , where X and Y are objects of the DICS, c
is the action that is transmitted from X to Y . In our
case, the hierarchy of the MD is built sequently. Let the
object X may pass an anomaly to the object Y . This
binary relationship was entered earlier and is denoted
by X → Y . As shown above, this relationship generates a partial order on a subset of objects. The largest
element of this order is the DICS. Assuming the completeness of the partitions of objects and the finiteness
of the tree representing the sequences of such partitions,
we will build the MD of three parts.
1. The set of objects with the help of successive partitions into meaningful nodes and technologies and
their hierarchy are formed from structural model of
DICS (Denisov and Kolesnikov, 1982). They are
used to search for objects that cover the anomaly
using IP and object relationships derived from the
structural model.
2. The set of integral parameters IP is defined in the
constructed set of objects (where this can be done).
3. From IP, the completeness properties of object partitions and their relationships O → O” , we build
the MD as trees whose roots coincide with objects
containing IP, and the arrows are directed to the
roots.
Consider the issue of constructing integral parameters that lie in the objects constructed in item 1. Let O
be an object (node, device, data conversion information
technology, information resource, communication fragment, program, etc.) – this is a set of elements of the
DICS. Each DICS element is described by a plurality
of characteristics (Ashby, 1956). Each characteristic is
described by one or more parameters and areas of their
normal values (Ashby, 1962). That is, any system can
be described by a plurality of its parameters (Ashby,
1962; Grusho et al., 2016). An anomaly in a parameter
value is the appearance of a value that goes beyond normal values. Since the function of belonging to a set of
normal values of a parameter can be calculated without
knowledge of the GA of this parameter, then formally
any parameter can be integral. However, in practice,
not all system parameters can be seen and learned their
values in the real system, then only a few set of integral
parameters should be found that cover the most important subsystems of the DICS if possible. At the same
time, the importance lies not only in the allocation of

risk objects, but also in the set of interactions of the selected integral parameters based on observations of the
system. Therefore, it is necessary to build IP with an
orientation on the following principles.
If IP could not be allocated in the desired object,
then it is necessary to divide this object into subobjects
before IP appears in each branch.
If it is not possible to achieve completeness in the
selection of subobjects, then you need to supplement
more subobjects before splitting.
If two or more IP are selected in the object, the object
must be divided into subobjects so that horizontal links
are converted to vertical or simply one of IP remains in
each subobject.
From the set of IP, from objects which contain these
IP, and from their relations O1 → O2 , we build influence trees. If IP is contained in the object O, then the
influence tree has the root O, and the arcs of all objects
are oriented to O. If an arc emerges from the object of
the tree to a lower object of the tree, then this object
can affect objects that are located deeper in this tree,
then this object can be met again in the tree.
Consider the usage of MD for RCA.
1. IP allows you to identify an anomaly in objects of
the constructed object hierarchy.
2. The search of the following object with the root
cause is based on the search of the IP with an
anomaly value on the branch of the corresponding
MD tree.
3. If IP is detected on a branch of the tree, the tree
generated by the object with this IP is considered
and iteration is repeated. The lowest (from the root
of the tree) object with an anomaly determines the
coverage of the anomaly in the created diagram of
GA. The anomaly may not be covered only when
the root cause is in an object through which GA
of the last identified IP with the anomaly value
does not pass. Therefore, the last object with the
anomaly must be extended to merge all the objects
from which the arrows enter the object with the
anomaly (including closure).
The effectiveness of RCA by the considered method
is evaluated further.
1. When the condition of completeness is fulfilled, all
potential carriers of the anomaly are covered by the
last built object with the anomaly.
2. The coverage of the anomaly is determined by the
object with the last detected IP with the abnormal
value, provided that the root cause is unique.
3. The usage of last identified IP after objects located
in the tree that do not have IP is based on the
transitivity of the → relations.

CONCLUSION
The use of integral parameters in RCA allowed to get
a new look at the problem of causality analysis. The
idea of RCA based on IP is presented for the first time
in the work (Grusho et al., 2020c). In this work, the
regions covering the anomaly are more clearly defined
and the organization of the creation and use of MD by
the system administrator and the IS officer has been
developed. Note that in remote cause analysis, search
by IP with an abnormal values reduces the amount of
information transmitted.
In addition, the interactions between IP and objects of DICS were investigated, which in fact can give
an answer to the question about the coverage of the
anomaly. A hierarchical organization of MD has been
determined, which allows formalizing the algorithm for
finding anomaly coverage using IP. It is shown under
what conditions a good coverage of the anomaly is
achieved using objects containing IP and when additional information needs to be collected and used to reduce the region of coverage of the anomaly.
Unfortunately, all experiments on the practical application of the proposed approach were carried out manually by organizing the actions of the system administrator according to the constructed algorithm. This does
not mean that it is impossible to automate the collection, storage and application of the IP method in RCA.
However, the authors are confident that the automated
system should be built on the basis of algorithms that
maximize usage of the experience of system administrators and IS officers. It should be noted that during the
research, the initial vision of the problem has changed
significantly.
Further research will be related to the construction of
algorithms for big data in real large DICS.
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